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Chapter 26: Objective

The first section introduces the World Wide Web. It then discusses the HyperText Transfer
Protocol, the most

common client-server application program used in relation to the World Wide Web

The second section discusses the File Transfer Protocol which is the standard

protocol provided by TCP/IP for copying a file from one host to another
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The third section discusses electronic mail, which involves two protocols: SMPT and POP. As
we will see, the nature of this application is different from the other two previous
applications. We need two different protocols to handle
electronic mail
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The fourth section discusses TELNET, a general client-server program that allows users to log
in to a remote

machine and use any application available on the remote host

The fifth section discusses Secure Shell, which can be used as a secured TELNET, but it can
also provide a secure tunnel for other applications
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The sixth section talks about the Domain Name System which acts as the directory system in

the Internet. It maps the name of an entity to its IP address.
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1-26 WORLD WIDE WEB AND HTTP
World Wide Web (abbreviated WWW or Web)

Hyper-Text Transfer Protocol (HTTP), is the most common client-server application
program used in relation to the Web.
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26.26.1 World Wide Web

The idea of the Web was first proposed by Tim Berners-Lee in 1989 at CERN, the European
Organization for Nuclear Research, to allow several researchers at different locations
throughout Europe to access each others’ researches. The commercial Web

started in the early 1990s
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The Web today is a repository of information in which the documents, called web
pages, are distributed all over the world and related documents are linked together
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World Wide Web Architecture
Luallall AL Fania

The WWW today is a distributed client-server service, in which a client using a browser
can access a service using a server
The service provided is distributed over many locations called sites

Each site holds one or more web pages. Each web page can contain some links to other
web pages in the same or other sites

*Simple web page has no links to other web pages
*Composite web page has one or more links to other web pages
Each web page is a file with a name and address
Web Server
The web page is stored at the server. Each time a request arrives, the corresponding
document is sent to the client
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Example 26. 1

Assume we need to retrieve a scientific document that contains one reference to
another text file and one reference to a large image. Figure 26.1 shows the situation.
The main document and the image are stored in two separate files in the same site
(file A and file B); the referenced text file is stored in another site (file C). Since we are
dealing with three different files, we need three transactions if we want to see the
whole document.
Site 1 Site 11

ol @

Client

1 Request 1
Ac Original document
= P B Imac
A C: Referenced file

i

Request 2

- Response 2 4
B P
Request 3 >

=k [Response 31 ——@

e = = Figure 26.1: Example 26.1
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Figure 26.2: Browser

browsers nterpret and display a web page.
browsers usually consists of three parts: a controller, client protocols, and interpreters.

Browser

HTML

| Controller JavaScript
Java
Interpreters

* The controller receives input from the keyboard or the mouse
* The controller uses the client programs to access the document.
* The controller uses one of the interpreters to display the document on the screen.

The client protocol: HTTP or FTP.
The interpreter: HTML, Java, or JavaScript, depending on the type of document.

Uniform Resource Locator (URL)
&8 gall 20na a8 g0
The uniform resource locator (URL) combine four identifiers to define the web page to

distinguish it from other web pages:

P Protocol: the client-server program that we need in order to access the web page (HTTP
or FTP)

» Host: IP address of the server or the unique name given to the server such as
forouzan.com

P Port: the client-server application. If the HTTP protocol is used for accessing the web
page, the well-known port number is 80. if a different port is used, the number can be
explicitly given

P Path: The path identifies the location and the name of the file in the underlying

operating system. For example, /top/next/last/myfile is a path that uniquely defines a file
named myfile

Y9 e € dadia




Netowrk210

Chpter26
protocol://host/path Used most of the time
protocol://host:port/path Used when port number is needed
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Example 26.2

The URL http://www.mhhe.com/com psci/forouzan/
defines the web page.

The string www.mhhe.com is the name of the
computer in the McGraw-Hill company (the three
letters www are part of the host hame and are added
to the commercial host).

The path is compsci/forouzan/, which defines
Forouzan’s web page under the directory compsci
(computer science).

26.26.2 HyperText Transfer Protocol
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The HyperText Transfer Protocol (HTTP) is used to define how the client-server programs
can be written to retrieve web pages from the Web. An HTTP client sends a request; an
HTTP server returns a response The server uses the port number 80; the client uses a
temporary port number. HTTP uses the services of TCP, which, as discussed before, is a
connection-oriented and reliable protocol
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Nonpersistent versus Persistent Connections
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If the web pages are located on different servers, we must create a new TCP
connection for retrieving each object

If the objects are located on the same server, we have two choices:
1-nonpersistent connection: retrieve each object using a new TCP connection

2-persistent connection: make a TCP connection and retrieve them all
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Example 26.3

Figure 26.3 shows an example of a nonpersistent connection. The client needs to access a file
that contains one link to an image. The text file and inage are located on the same server.

Here we need two - l:l

. Client 2 car
connections. For each - “@‘ % ﬁ Server

. ' Image File :
connection, TCP ; First handshake :
requires at least three wosond hmdshake T
handshake messages ; Third handshake + request : -

. : — o =
to establish the : o k=

. ] ' ]
connection, but the % [ T —|: £
request can be sent e Tirst handshuke I :;
with the third one. i Gecand handshake : =
After the connection is —-—-—-_._.___T!'_Ld_hl-chﬂ_w____________.
established, the object | ) P

E T'irst hundshake 1
can be transferred. -
. Second hundshake

After receiving an T :

. ! it handshake b oroguest ! =
object, another three : —= — ! =
handshake messages D F— | g
are needed to S : =

) Image ' First handshaloe ! =2
terminate the . G pond handshake 5
connection. . T -
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Example 26.4

Figure 26.4
shows the same
scenario as in

Chicnt

=

Image File

ﬁ Seryver

Example 26.3, :
but using a k_’___ﬂ’i‘it% :
p CI'SI stent H Third handshake + request i
connection. Only ' >
one connection | S |
establishment E .......... p |z
. i ' Request L=
and connection File ' LB
. . . ' W o
termination 1s N | :
used, but the | Response ; 3
request for the et i
image is sent mage | ke
separately. : {_/___j_ogd__,lmﬂ_c_—/————_ ;
v v
Time Time
26.3 Figure 26.4: Example 26.4
Figure 26.5: Formats of the request and resp onse messages
Legend ( sp: Space e Camage Return 1 Line Fced)
Request . - - . - | Status | T |rne | Status
line Method | [sp|| URL ||sp|| Version Version code Phrase line
Header name l Value Header name I Value
Header Header
B [N N [N N} .
lines lines
Header name I Value ITeader name I Value
Blank - Blank
Bodv Variable number of Tines Variable number of Tines Body
N (Present only in some messages) (Present only in some messages) '

Request message

Response message
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Methed

Action

GET

Requests a document from the server

HEAD

Requests information about 4 document but not the document itself

rur

Sends a document from the client to the server

POST

Sends some information (rom the client o the server

TRACE

EHchoes the incoming request

DELETE

Removes the web page

CONNECT

Reserved

OPTIONS

Inguires about available options

Header Description
User-agent Identifies the client program
Accept Shows the media format the client can accept

Accept-charset

Shows the character set the client can handle

Accept-encoding

Shows the encoding scheme the client can handle

Accept-language

Shows the language the client can accept

Authorization Shows what permissions the client has

Host Shows the host and port number of the client
Date Shows the current date

Upgrade Specifies the preferred communication protocol
Cookie Returns the cookie to the server (explained later)

If-Modified-Since

If the file 1s modified since a specific date

Header Description
Date Shows the current date
Upgrade Specifies the preferred communication protocol
Server Gives information about the server
Set-Cookie The server asks the client to save a cookie

Content-Encoding

Specifies the encoding scheme

Content-Language

Specifies the language

Content-Length

Shows the length of the document

Content-Type

Specifies the media type

Location

To ask the client to send the request to another site

Accept-Ranges

The server will accept the requested byte-ranges

Last-modified

Gives the date and time of the last change
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Example 2656

This example retrieves a document . We use the GET method to retrieve an image
with the path /usr/bin/image1. The request line shows the method (GET), the URL,
and the HTTP version (1.1). The header has two lines that show that the client can
accept images in the GIF or JPEG format. The request does not have a body.

The response message contains the status line and four lines of header. The header
lines define the date, server, content encoding and length of the document. The body
of the document follows the header.

ﬁ Server
Request

GET Just/bin/imagel IITTP/L.1

Accept: image/gif
Accept; Tmage/ipeg

-

Response

HTTP/1.1 200 OK

Date: Mon. 10-Jan-2011 13:15:14 GMT
Server; Challenger

Conteni-encoding: MIME-version 1.0
Content-length; 2048

¢

(Body of the document)
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o

Example 26.7

The following shows how a client imposes the modification
data and time condition on a request.

GET http://www.commonServer.com/information/file] HTTP/I.1 ~ Request line
If-Modified-Since: Thu, Sept 04 00:00:00 GMT Header line
Blank line

The status line in the response shows the file was not
modified after the defmed pomnt in time. The body of the
response message 1s also empty.

HTTP/1.1 304 Not Modified Status line

Date: Sat, Sept 06 08 16:22:46 GMT First header line

Server: commonServer.com Second header line
Blank line

(Empty Body) Empty body
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Example 26.8

Figure 26.8 shows a scenario in
which an electronic store can
benefit from the use of cookies.
Assume a shopper wants to buy
a toy from an electronic store
named BestToys. The shopper
browser (client) sends a request
to the BestToys server. The
server creates an empty
shopping cart (a list) for the
client and assigns an ID to the
cart (for example, 12343). The
server then sends a response
message, which contains the
images of all toys available, with
a link under each toy that selects
the toy if it is being clicked. This
response message also includes
the Set-Cookie header line
whose value is 12343. The client
displays the images and stores
the cookie value in a file named
BestToys.
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Example 26.9 — :

Web Caching: Proxy Servers: A proxy serveris a computer that keeps
copies of responses to recent requests.
Figure 26.9 shows an example of a use of a proxy server in a local network, such as the
network on a campus or in a company. The proxy server is installed in the local
network. When an HTTP request is created by any of the clients (browsers), the
request is first directed to the proxy server If the proxy server already has the
corresponding web page, it sends the response to the client. Otherwise, the proxy
server acts as a client and sends the request to the web server in the Internet. When the
response is returned, the proxy server makes a copy and stores it in its cache before
sending it to the requesting client.

Client Client

Client

Proxy
SErVer

Local Netwoark
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Web

i
.
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Internet
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Web
Server

[Crver ﬁ ? scrver
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26.2 FTP

File Transfer Protocol (FTP) is the standard protocol provided by TCP/IP for copying
a file from one host to another. Although transferring files from one system to
another seems simple and straightforward, some problems must be dealt with first
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Figure 26.10: FITP

Lg% Client

User

interface Server
Conitrol
Comntrol > conmnection > Control =
o TOCESS I emote
fil(.! ‘g‘.‘;gt]cm e P file systcm

- M D:ata transfer Data Fral_lsfcr < =
process Data Process

connection

basic model of FTP. The client has three components: the user interface, the client
control process, and the client data transfer process.

The server has two components: the server control process and the server data
transfer process.

The control connection is made between the control processes.
The data connection is made between the data transfer processes.

26.2.1 Two Connections

The two connections in FTP have different lifetimes

*The control connection remains connected during the entire interactive FTP session
*The data connection is opened and then closed for each file transfer activity. It opens
each time commands

that involve transferring files are used, and it closes when the file is transferred
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26.2.2 Control Connection

For control communication, FTP uses the same approach as TELNET (discussed later). It
uses the NVT ASCII character set as used by TELNET
Communication is achieved through commands and responses
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commands are sent from the client to the server and responses are sent from the server to

the client
This simple method is adequate for the control connection because we send one command
(or response) at a time
Each line is terminated with a two-character carriage return and line feed) end-of-line token
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Commands, which are sent from the FTP client control process, are in the form of ASCII
uppercase, which may or may not be followed by an argument

Ay Leay ¥ 8 58l Sl ol JSE 8 b i Jaee Sal Alee (g Ll ) oy ) ¢yl V)

L CHInan AFLUITETRIS ) FRENCTVITTON
ABOR Abort the previous command
CDUP Change to parent dircctory
CWD Directory name Chunge to another directory
DELE File name Delete a file
1L.IST ireclory name Iist subdirectories or Oles
MKD Directory name Create a new directory
PASS User password Password
PASY Server clivoses da port
T"ORT port identifier Client chooses a port
PWD 1Msplay name of current dircctory
QUIT Log out of the system
RIETR I'ile naime(s) Retrieve files: files are cransferred from server to client
RMIY IDreclory name Deleie a direclory
RNI'R File name (old) Tdentity a file to he renamed
RNTO File name (new) Rename the file
STOR File nameis) Store tiles; tile(s) are transtferred from client to server
STRU F.R,orI” Detfine data organization (F: file, R; record, or IP; page)
TYPE AF.1T Default Nle type (A ASCIHL E; EBCDIC, T; tmage)
USER Llser 1D User information
NMODE 5 B oorC Deline ransmission mode (5 streamn, B block, or O
compressed

Every FTP command generates at least one response. A response has two parts: three-digit
number followed by text. The numeric part defines the code; the text part defines needed
parameters or further explanations
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Code Descriplion Code Deseription

125 Data connection open 250 Request file action OK

150 File status OK 33 User name OK: password is needed
200 Command OK 425 Cannol open data connection

220 Service ready 450 File action nol taken; [ile not available
221 Service closing 452 Action aborted: Insufficient storage

225 Data connection open 500 Syntax error; unrecognized command
226 Closing data connection 501 Syntax error in parameters or arguments
230 User login OK 530 User not logeed in

26.2.3 Data Connection

The data connection uses the well-known port 20 at the server site. However, the creation of
a data connection is different from the control connection.

The following shows the steps:

1-The client, not the server, issues a passive open using an ephemeral port

2-Using the PORT command the client sends this port number to the server

3-The server receives the port number and issues an active open using the well-known port

20 and the received ephemeral port number
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Example 26.10

The figure shows only one file to
be transferred. The control
connection remains open all the
time, but the data connection 1s
opened and closed repeatedly.
We assume the file is transferred
in six sections. After all records
have been transferred, the server
control process announces that
the file transfer is done. Since the
client control process has no file
to retrieve, it issues the QUIT
command, which causes the
service connection to be closed.

Loegemd
l:l Conirol process (port 213

I¥ata trantor
process (porl 200

l:l Clomumand
Response
- Data transtcr

-

Client

~—] 220 (Scrvice ready) |—4@D
@ USER lorowsan —
-] 331 (User name OK. Password?) —&
O PASS xxxxxx —
] 230 (User login OK) |—&
Q- PORL 1267 —
] 150 (Data conneciion opens shortly) |—igh
©- TYPC CROCDIC —
«~ 200 (OK) —@
O{ STRUR —
~— 200 (OK) D
(D—| RETR/ usr/user/ [orowsan/reporis/dile] |—>
] 250 (OK) —iF

226 (Closing, data connection) —&D

 —
221 (Service closing) |—B

lgl

‘Server ii

The following shows an actual FTP session that lists

the directories.

S fip vovagendeanza fhda.edu

220 (vsF'TPd 1.2.1)

230 Login successful.
Remole system lype is UNIX.

drwxr-xr-x

drwxr-xr-x

drwxr-xr-x

226 Dircectory send OK.
fip= guir

221 Goodbye,

Using binary mode o ransler liles.
227 Fntering Passive Mode (153,18,17,11,238,169)
150 Here comes the directory listing.

Conneccted to voyvager.deanza.fhda.cdu.

530 Please login with TUSIER and PASS.
Name (voyvager.deanza,thda.edu:forouzan): forowzan
331 lease specity the password.

2002
2002
2002

Sep 24
Sep 24
Sep 24

business

personal

school
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26.2.4 Security for FTP

The FTP protocol was designed when security was not a big issue. Although FTP requires a
password, the

password is sent in plaintext (unencrypted), which means it can be intercepted and used by
an attacker.

The data transfer connection also transfers data in plaintext, which is insecure. To

be secure, one can add a Secure Socket Layer between the FTP application layer and the TCP
layer. In this case FTP is called SSL-FTP.

We also explore some secure file transfer applications when we discuss SSH later in the

chapter.
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26.3 ELECTRONIC MAIL
Electronic mail (or e-mail) allows users to exchange messages. The nature of this application is
different from other applications discussed so far. This means that the idea of client/server
programming should be implemented in another way: using some
intermediate computers (servers).
S oAV ikl e caling Gubadl) 13 daph il Jalal Cpreadiiveall e (s A &l ) (g ST
s siall Gl sall Gy aladiin 15 Al 43 Hlay 3455 () cang 2dA) / Jsead) Al 3 0S8 () iy a5 V) s i
(p1sAY)
26.3.1 Architecture
To explain the architecture of e-mail, we give a common scenario, as shown in Figure 26.12.
Another possibility is the case in which Alice or Bob is directly connected to the corresponding
mail server, in which LAN or WAN connection is not required, but this variation in the scenario
does not affect our discussion.
ol g Jiay AU A g JAT Jlaiad Ay YT,0 Y JSEI 8 Gae 58 LS ol jidia g sl ad ¢ g SSUN1 oy ) Ay = 580
Liddlie e s Y golisd) (8 COOEAY) 138 =15 (o 5l 0¥ ks JuaiV) ah Y Cua o Jiaa) 3o aalds 3 il g
Figure 26.12: Common scenario
the sender and the receiver, Alice and Bob, are connected to two mail servers. The
administrator has created one mailbox for each user. A mailbox is part of a server hard drive,
a special file with permission restrictions. Only the owner of the mailbox has access to it.
When Alice needs to send a message to Bob, she runs a user agent (UA) program to prepare
the message and send it to her mail server. The mail server at her site uses a queue (spool) to
store messages waiting to be sent. The message needs to be sent through the Internet from.
Alice’s site to Bob’s site using a message transfer agent (MTA). Here two message transfer
agents are needed: one client and one server. The server needs to run all the time because it
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does not know when a client will ask for a connection. The client, on the other hand, can be

triggered by the system when there is a message in the queue to be sent.
92 2l (3gaia aadiue JSI s g 0 dole Capdall L) ) pal & (e il () emgag ) ¢ Gl g Jas yall Jua 95 o
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The user agent at the Bob site allows Bob to read the received message. Bob later
uses a message access agent client to retrieve the message from a message access agent

server running on the second server.
A\JJ’.’MYMM}\ ‘_A\ d)mjl\ d:m:; d.m:; e.:;ﬁu..glsay =g _W\ :\_“.mJS\ Bg\)ﬁggﬁdgﬁcﬁy‘;eM\ d:xS}C\.«.u
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Ua UA
|:| — ’_‘I'q_'""\ UA: user ageni ""': e —Q—,D
S, MTA: message wransfer agent EUDESTL
0 MAA; message access agent 0

- i@
Alice L4~ ey Bob
Woriias - - o AN
MLIA MAA M
server Server
i (5] IC)
= g
= HI=S
l@ o o
MTA e MTA
client Iniernet server
wail server Mail server
Figure 26.13: Format of an e-mail
—~n S
Behrous Forouzan iy
20122 Olive Street £ 4
Bellbury, CA 91000 Mail From: forouzan{isome.com <
Firours Mosharral RCPT To: mosharrafi@aNctwork.com z
a5

1400 Los Galos Sireel
San Louis, CA 91003

N y
Behrouz Forouzan From: Behrour Forouvan
20122 Olive Street 5| | To: Firouz Mosharraf
Bellbury, CA 91000 E Date: 1/10/2011
Jan, 10, 2011 = Subject: Network

Y [
Subjcet: Network B &0
Dear Mr, Mosharral Dear Mr. Mosharral é
We want 1o inform you that We want to inform you that =
our network is working pro- & our network is working_ pro-
perly aller the lasl repair. A perly after the last repair.
Yours truly, Yours truly,
Behrouz Forouzan | | Behrouz Forouzan ]
Postal mail Electronic mail
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Figure 26.14: E-mail address

Local part @ Domain name

The domain name of the mail server

Mailbox address of the recipient

In the Internet, the address consists of two

parts
Local part: defines the name of a special file, called the user mailbox, where all the mail

received for a user is stored for retrieval by the message access agent.
Domain name: An organization usually selects one or more hosts to receive and send e-mail;

they are sometimes called mail servers or exchangers.
Ol o e O siad) ()5S e iyl
Aaul g acla Y addiiall Al oyl JS 0 333 a5 Cua addiiall &y 1 (3 sdia o (ald Cala anl d3ay 1 sl ¢ 34l

Al Jsall dS 5
s A sa Ul e Lild ¢ 35 SSIY1 a5l Jla ) s A Gudaaall (e ST 5l a5 apaaty 3ole A sall o 851Gl )
Ll

Figure 26.15: Protocols used in electronic mail

Alice: Bob:
p ¢-mail sender Mail server Mail server e-mail receiver A
5{ ;% s - pmrmemasen s ! ../'é"
. LAN/WAN | l: /WAN :
| Client | | Server Client | ! Server Server :  Client |
| OMTA 1 __________ ]_ ________ O MTA || © MAA |
) SMTP protocol ! ) SMTP protocol ! |1]3'01:’ or IMAP pl‘umcni-l

For MTA, the message needs to be pushed from the client to the server (need a push
(protocol) = Simple Mail Transfer Protocol (SMTP).
For MAA, the client must pull messages from the server (need a pull protocol) >POP

and IMAP.
(+(ian) Japesall 2 ) 5 J S5 —> (sS5i5n Amday ) i) aalall ) aeall o A1) @y oy o iy i ) dsailly
el — (R JsSsi5 0 ) gliad) aalad) e il s diead) e g e ) Al
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The command is from an MTA client to an MTA server

Kevword Argument(s) Description
HELO Sender’s host name Tdentifies itself
MAIL FROM Sender of the message | Identifies the sender of the message
RCPT TO Intended recipient Identifies the recipient of the message
DATA Body of the mail Sends the actual message
QUIT Terminates the message
RSET Aborts the current mail transaction
VRFY Name of recipient Verifies the address of the recipient
NOOP Checks the status of the recipient
TURN Switches the sender and the recipient
EXPN Mailing list Asks the recipient to expand the mailing list.
HELP Command name Asks the recipient to send information about

the command sent as the argument

SEND FROM

Intended recipient

Specifies that the mail be delivered only to
the terminal of the recipient, and not to the
mailbox

SMOIL. FROM

Intended recipient

Specifies that the mail be delivered 1o the
terminal or the mailbox of the recipient

SMAL FROM

Intended recipient

Specilies that the mail be delivered to the
terminal and the mailbox of the recipient

The response is from an MTA server to the MTA client
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Clerede | fdescriprion

FPositive Completion Reply

211 System status or help reply

214 Help message

220 Service ready

221 Scrvice closing wransmission channel

250 Request command completed

251 User not local: the message will be forwarded
rositive Intermediate Reply

354 | Start mail input

Transient Wegative Completion Reply

421 Service not available

4510 MLalbox nol availlable

451 Command aboried: local crror

452 Command aboried; insullicicnl sLorasse

Permanent Negalive Completion Reply

SO0} Synlax error: virecosnized conumand

501 Synlax orror in paramaelers Or argumenls

S02 Command not implementedd

03 Bad sequence of conumands

S04 Command temporarily not implemented

550 Command is not executed; mailbox unavailable

551 LUlser not local

552 Hequested action aborted:; exceeded storace location
553 Requested action not taken:; mailbox name not allowed
554 Transaction failed

Example 26.12

ShTE client

SMTP server

Connection
:| extablishmen

Tinwelope

—| BAATL FROMN D rronea ni sorme cors —
~— EETT T —
— THRCPL 10 fironsjral crwork com —
-— 250 O ——
Tleader

AT —
- 354 wigr, mail mput
——— Frovme: Behrows Forowsan — Dk
——— Ta Firoue Masharmal —— Lransicr
————— Damc: LALR20LL —

Subjcer: Metarorls —_—

Body
Dcar Mr. Moshamraf —
Wz weant to infornmn won thar —
— - A dot) |—»
1 IS0 0K —— ]

4' LU |—|-

Coonmectinm
termination
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The process of transferring a mail message occurs in three phases connection establishment, mail transfer, and

connection termination

In the figure, we have separated the messages related to the envelope header, and body in the data transfer section

Note that the steps in this figure are repeated two times in each e-mail transfer

once from the e-mail sender to the local mail server

once from the local mail server to the remote mail server

The local mail server, after receiving

the whole e-mail message, may spool it and send it to the remote mail server at another time

ol Aalaiall Jilos H1 Juady Uil ¢ JS) 8 StV elgil 5 ) J8 5 Jual L) il e D 8 Ay 0 Ay Ji dlee Caaas
Y 3yl JE JS 8 0 e S JSAN 138 853 ) 5l @l ghaall (g Jaa bl J5 and 8 sl 5 ccalzall
2l 3l aals ) Asall ) adl e 8as) 98 ge ¢ (Aaall ) adls A S5 STV & 5l Jas pe (e B2 55 e

AT Gy 8 asml) gl s ) 4l 5 gall (0 5a3 08 LSl i ST 2l Al A g o laall 2l aola

Mcssages arc pulled h

Figure 26.17 POP3 ' POP server: POP client:
Post Office Protocol, version 3 (POP3) “mmo[t mail server c-mail receiver (Bob)
v
Mail access starts with the client when the h &
user needs to download its e-mail from the “ uscr name —
mailbox on the mail server. The client opens
K
a connection to the server on TCP port 110. _{ 0 |_>
It then sends its user name and password to 4_| password )_
access the mailbox. The user can then list and
retrieve the mail messages, one by one. _{ OK |_’
Y oolaay ey pll (ika Y| -

(POP3) T Jiucl s i I 5.5 - R -
die Jaaall ae 2 pll (A J ga ) an
o ‘fﬁ)rfgw 3 Jead) paiunall i, ——  e-mail numbers and theirsizes |
daandl =iy 25l ada e 2l (3500
e ‘—‘54 b uj‘.?ﬂ“ﬂé Juai . 4—{ relrieve | }—
5 Al & el Sy 3ol e ) J s sl — e-mail 1 —
DAY B lasd g eyl Jila ) ala il .

— rctricve N —

— c-mail N -

¥4 L)AY' dadina




Netowrk210
Chpter26

Figure 26.18: MIME

7-bit NVT 7-bit NVT
Alice ASCII ASCII Bob

Non-ASCIT Non-ASCIT ¥
code

gmde
|:|_, MIME E-mail System I MIME _,D
UA

Electronic mail can send messages only in NVT 7-bit ASCII format. It cannot be used for languages other than English
or to send binary files or video or audio data
Multipurpose Internet Mail Extensions (MIME) is a supplementary protocol that transforms non-ASCIl data at the
sender site to NVT ASCII data and delivers it to the client MTA to be sent through the Internet. The message at the
receiving site is transformed back to the original data
b Al clalall Jla ) ol Ay sl e el daladiid oSy ¥ sy Vs ety Jah il ) Jla ) (55 STV 25l Sy
G geall § gaadl) iy
ol 8 ULy ) el 18 ge (8 ol e UL J sy (LSS US55 3 (pale) ial )2 Y1 3ot € Y1 &y 50 Cliale a3
AW ) ) (5 5aT 5y QUi gdpe 3 Al il s iy S8 e Lgdlas ) i Jpand) Ui ) Ll

Figure 26.19: MIME header |

E-mail header

MIME-Version: 1.1

Content-Type: type/subtype

Content-Transler-Encoding: encoding type

Content-1D: message 1D

Content-Description: textual explanation of nontextual contents

E-mail body

MIME headers
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hpe Subhpe Descripiion

Text Plain Unformatted
HTML HTML lormal (see Appendix )
Mixed Body contains ordered parts of different data types

Multipart Parallel Same as above, but no order
Digest Similar to Mixed, but the default is message/RFC822
Alternative Parts are different versions of the same message
RTCR22 Body is an encapsulated message

Message Partial Body is a fragment of a bigger message
External-Body | Body is arelerence (o another message
JPEG Tmage is in JPRG format

Image - PP
GIF Image 15 in GIF lormat

Video MPLEG Video is in MPTEG format

Audio Basic Single channel encoding of voice at 8 KHz

. PostSeript Adobe PostScript
Application - - S —

Type Description
7-hit NVT ASCII characters with each line less than 1000 characters
3-hit Non-ASCTT characters with cach line less than 1000 characters
Binary Non-ASCII characters with unlimited-length lines
Bascod 6-bit blocks of data encoded into 8-bit ASCTT characters
Quoted-printable Non-ASCII characters encoded as an equal sien plus an ASCL code

Figure 26.20: Base64 conversion
In the Base64 encoding data is divided into 6-bit chunks. Each 6-bit section is then converted into an
ASCII character according to Table26.10
YU s Jsaall g ol Capa () T and IS ysad aly oy T adal ) Gae 58 UL a2 1€ BaclE
Non-ASCII data
| 11001100 | 10000001 | 00111001 | A set of bits

l Combine and split

I 1
[110011 [001000 | 000100 111001 | Four 6-bit chunks
51 8 4 57

1 1 1 1

Basec64d converter

! ! Il !
IR I S N R I Four Characters

ASCII data
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Villue | Code | Value | Code | Value | Code | Value | Code | Value | Code | Value | Code
0 A 11 1. 22 W 33 h 44 5 35 3
1 B 12 M 23 X 34 i 45 t 56 4
2 C 13 N 24 Y 35 i 460 u 57 5
3 D 14 O 25 Z 36 k 47 v 58 6
4 E 15 r 26 a 37 1 48 W 59 7
5 ¥ 16 Q 27 b 38 m 49 X 60 8
6 G 17 R 28 c 3u n 50 ¥ 6l 9
7 H 18 S 29 d 40) 0 31 z 62 +
8 I kY T 30 e 4] p 52 ] 63 /
9 J 20) U 31 f 42 q 33 1
10 K 21 Y 32 o 43 r 54 2

Figure 26.21: Quoted-printable

Non-ASCII
Mixed ASCLL and | 00100110 | 01001100 | 1001 1101 | 00111001 | 01001011
non-ASCII data & L D 9 K

¥

Quoted-printable I

v

00100110 | 01001100 BCIERSRLY RSN RRLITRRUNILTN LA 00111001 | 01001011
& L = 9 D 9 K

If the data consist mostly of ASCII characters with a small non-ASCII portion, we can use quoted-printable
encoding.
if a character is ASCII, it is sent as is
If a character is not ASCII, it is sent as three characters. The first character is the equal sign (=). The next two
characters are the hexadecimal representations of the byte .
In the Figure, the third character is a non-ASCIl because it starts with bit 1. It is interpreted as two hexadecimal
digits (9D)16, which is replaced by three ASCII characters (=, 9, and D)
AUl Q18 jua 5 aladind WiSey ¢l 32 savia o ja ae ol Cigal (e Lgalina 8 () 5S55 Cllall cailS 1)
s LSl ) o4 ‘wi aoall IS 1Y)
) Jiall Laa Gl (lé el (=) 3l bl Aadle s J oY) Cayaldl o jald DS Al ) aly ¢ sl Gl ) (IS 1)
Sl (gl
Jlasinl o 53 (D) 169) Gude wlaw Gadd ) adl e o i aly ) Sy lay 4 ol e s GBI G oal) (Rl 4
(D 563 =) ol o al 4320

ASCII data

26.3.2 Web-Based Mail

E-mail is such a common application that some websites today provide this service to
anyone who accesses the site.

Three common sites are Hotmail, Yahoo, and Google mail. The idea is very simple. Figure

26.22 shows two cases.
sl ) Jsa sl (add 6l ) daddll o2 aai o gl a8l gall (any of & jidall Gkl 134 Jie g g STV 2 )
Oilla YY-YT SN Gy g o ddapan 3840 e 58 5 sl 5 Jadish (o8 AS yidia aBl 50 4330 cllin
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Figure 26.22: Web-based e-mail, cases | and Il

SMTP
clicnt

7

Alier

@,

SMTP

-

SMTP
clicht

Alice sile

NS N
=' Internet .

Buob sile

Cazz |: Only recerver uses HTTP

SMTP
client

Aliee site

P N i
| Inlemnet ]

Bob site

(Cazc 2 Both sender and recciver use HTTP
Case I: Alice, uses a mail server; Bob, the receiver has an account on a web-based server

Mail transfer from Alice’s browser to her traditional mail serve, and from the sending mail server to the
receiving mail server is through SMTP. However, the message from the receiving server (the web server)
to Bob’s browser is done through HTTP., instead of using POP3 or IMAP4

When Bob needs to retrieve his e-mails, he sends a request HTTP message to the website (Hotmail, for

HTTF
{ransactions r/"

fr: hor 1
ansachons ,E"/' _
“_i-""‘-g :

- Bob
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example). The website sends a form to be filled in by Bob (the log-in name and the password)
If the log-in name and password match, the list of e-mails is transferred from the web server to Bob’s
browser in HTML format.
Case 2: In the second case, both Alice and Bob use web servers. Alice sends an HTTP request message to
her web server using the name and address of Bob’s mailbox as the URL. The server at the Alice site
passes the message to the SMTP client and sends it to the server at the Bob site using SMTP protocol.
Bob
receives the message using HTTP transactions. SMTP protocol. Is used to transfer the message from the
server at the Alice site to the server at the Bob site.

E-Mail Security Y1,Y,Y

i Y1 A e aald e Gl 40l R (G £ 59 034 a2 ol 1 1Y) Al

I Ayl 2l & ey i) 3 ek ) Gadl beate (e ) Ji8

A e g @.&A—\A ) (n_g}l\ ea\;’) em‘ﬂ\ ed& e Al ) Jla ) Al FEIR) &es e IR eyl ea& Jlai
IMAP4 5| POP3 alaiiul (s Yy

(Dl AadS 5 Jsaall Jans ansl) 53 Aassl 3 0 ke Gy L3 5l @ sl Jus L (Je

Gl s pile o (I 3 ) il ) (e A8 85 Ay ¢ 5l AalS 5 J sl domas ) (5oldas 13)

Ler palall Cusll adla ) il Al Gl iy sl w3153 s Gl e IS paii Al Allal) a0 Y Qs
ey lan daae (A Al el Gl @ (B palad) 58y )y O 58S s 2 0 Bsia () sie 5 anl alaaiuly
JA aaiiey e J S 589 50 i COlalrs aladiily Al I A8l Qe e J5S 555 9 aladinly g ad e A ol
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26.3.2 E-Mail Security

The protocol discussed in this chapter does not provide any security provisions per se.
However, e-mail exchanges can be secured using two application-layer securities
designed in particular for e-mail systems.
Two of these protocols, Pretty Good Privacy (PGP) and Secure/Multipurpose Internet
Mail Extensions (S/MIME), are discussed in Chapter 32 after we have discussed basic
network security.
(5 S 2l o el (S (ld pns LS s 8 Al Sl gl e s Y Jual 138 8 58 58 53 S 5554 5
s S 2yl Al Lapad dacaall Gkl Aiuds L) 315 51 (e i) aladinly
Badeie / AiaY) g SIY) 3y ) cliale 5 "sasal) saadl da gaddl” 5 Y S g pall 3 e VY Dlaadl) il
Al ISl cpal LU G any (e / S) "ol e Y
26.4 TELNET
It is impossible to have a client/server pair for each type of service we need; the number
of servers soon becomes intractable. The idea is not scalable. The solution is to have a
specific client/server program for a set of common scenarios, but to have some generic
client/server programs for the rest.
e Apanioe Ly ji ol sall m@4sL@_A\Gu;s‘;:mc_mg\&\);icm&);dsxf;u\/w\@)wswiw\m
clal (K15 A8 yilall il g jlind) (e de el 23as 23A [ daee malin 05 ) 58 dad) |y ol ALE a5 Sall )
Sl aslall / Jsanll gl s ale (any
26. 4.1 Local versus Remote Logging
We first discuss the concept of local and remote logging as shown in Figure 26.23
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When a user logs into a local system, it is called local logging. As a user types

at a terminal or at a workstation running a terminal emulator, the keystrokes are
accepted by the terminal driver. The terminal driver passes the characters to the
operating system. The operating system interprets the combination of characters
and invokes the desired application program or utility.

Figure 2.23: Local versus remote logging

Application programs
=

E E F

Terminal

N

->-| Terminal driver | ;}Pi-;:il:]“f}
¥E

i,
-

,'“:.

a. Local lngging

Apphicanon prograrms

ETE&EET | Teerver | ‘ %% ||§

Bl i i o
TP P

Terminal Data link I3ata link Pseudotlermminal
driver Phys=ical Physical driver

| Operating R Operatmg
545 LEITL — Internet s s LT
e 1

B .remote logging
When a user wants to access an application program or utility located on a remote
machine, she performs remote logging.
The user sends the keystrokes to the terminal driver where the local operating system
accepts the characters but does not interpret them. The characters are sent to the
TELNET client, which transforms the characters into a universal character set
called Network Virtual Terminal (NVT) characters and delivers them to the local TCP/IP
stack. NVT travel through the Internet and arrive at the TCP/IP stack at the remote
machine. Here the characters are delivered to the operating system and
passed to the TELNET server, which changes the characters to the corresponding
characters understandable by the remote computer. However, the characters cannot be
passed directly to the operating system because it is not designed to receive
characters from a TELNET server; it is designed to receive characters from a terminal
driver. The solution is to add a piece of software called a pseudo terminal driver, which
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pretends that the characters are coming from a terminal. The operating system then
passes the characters to the appropriate application program
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Figure 26.24: Concept of NVT
TELNET TELNET
Terminal client SCTVCr
Pseudoterminal
¢ driver
:J- Iniernet ] i)
R 'hii T EBZ.I—&E{e}'Je} """" 1’1&[1561}:'6611%{:.[1[&'4
character set character set
0 1
a. Data Character b. Control Character

NVT character format
the client TELNET translates characters (data or commands) that come from the local
terminal into NVT form and delivers them to the network. The server TELNET, on the
other hand translates data and commands from NVT form into the form acceptable by
the remote computer
NVT uses two sets of characters, one for data and one for control. Both are 8-bit bytes
(aili aola Aeal ) Lo 5 iy JS5 8 Adaall Adasall (e 5 ) (el 5311 cllall) Casall an st Jeendl cails
) sl U8 (o e IS5 (8l IS5 (g el 5015 Sl gy 6 AT Bals (0
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The operating system (UNIX, for example) defines an interface with user-friendly
commands
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Commend Meaning Commened Meaning
open Connect to a remote computer set Set the operating parameters
close Close the connection status Display the status information
display Show the operating parameters send Send special characters
mode Change to line or character quit Exit TELNET
mode
26.5 SECURE SHELL (SSH)

Although Secure Shell (SSH) is a secure application program that can be used today for
several purposes such as remote logging and file transfer, it was originally designed to
replace TELNET. There are two versions of SSH. The first version, SSH-1, is now deprecated

because of security flaws in it. In this section, we discuss only SSH-2

Jaig amy e ¥ adad Jie gl jel 32l o sl Lot (Say A (el Gl (guadal s (Gha) D (el O (e p2 M1 e
Al e o V) Ldlaa) a3 ) -Gl ¢ d oY) Al i e o) laa) @iy cali Jae dand Slal dasaial a3 il
Yo Jadh (LS andll 128 8 g

26.5.1 Components

SSH is an application-layer protocol with three components, as shown in Figure 26.25

Figure 26.25: Components of SSH
(SSH-CONN): SSH Connection Protocol.

(SSH-AUTH): SSH Authentication Protocol.

(SSH-TRANS): SSH Transport-Layer Protocol.
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Application
SSH-CONN
SSH SSH-AUTH
SSH-TRANS
; TCP ;

26.5.2 Applications
Although SSH is often thought of as a replacement for TELNET, SSH is, in fact, a general-

purpose protocol that provides a secure connection between a client and server
A 5 Jpand) G Gl Jluall 8 5 Aalall al e S JsS 5i5 50 ¢l sl (A e o s il J JaasS i L Wl G of (10 a2 1) e

Figure 26.26: Port Forwarding
The SSH port forwarding mechanism creates a tunnel through which the messages
belonging to other protocols can travel. For this reason, this mechanism is sometimes

referred to as SSH tunneling.
We can use the secured channels to access an application program that does not

provide security services
Db el gl s o AT Y S 555 5 (M) (o A il 1) 5 DDA e Sy 585 LIS s M a5 Bale ) 1 o 5
Yl laad g Y A ki) el 5o ) J e sl &S sl Ol gl aladiio) WSy i (38 anly 20V 028 ) Ul

FTP FTP
client server

Secure
connection
client server
Local site Remote site

Figure 26.27: SSH Packet Format S
The length field defines the length of the packet but does not include the padding.
One to eight bytes of padding is added to the packet to make the attack on the security

provision more difficult. The CRC field is used for error detection. The type field designates the type of the packet
used in different SSH protocols. The data field is the data transferred by the packet in different protocols
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| 4 bytes | 1-8 bytes TN Variable X 4bytes
| | | | | |
Lengih Padding Tvpe Data CRC
A A

Encrypted for confidentiality

26.6 DOMAIN NAME SYSTEM (DNS)

The last client-server application program we discuss has been designed to help other
application programs.

The Internet needs to have a directory system that can map a name to an address. This is
analogous to the telephone network.

Figure 26.28 shows how TCP/IP uses a DNS client and a DNS server to map a name to an
address

) sl a8y s il plas ) s iy Ui, 5 AY) bl el BacLsal (8L aslad)-randl aada el 0 AT avena o5 38
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Figure 26.28: Purpose of DNS

A user wants to use a file transfer client to access the corresponding file transfer server running on a remote
host. The user knows only the file transfer server name, such as afilesource.com. However, the TCP/IP suite needs
the IP address of the file transfer server to make the connection. The following six steps map the host name to an
IP address:
1-The user passes the host name to the file transfer client
2-The file transfer client passes the host name to the DNS client
3-Each computer, after being booted, knows the address of one DNS server. The DNS client sends a message to a
DNS server with a query that gives the file transfer server name using the known IP address of the DNS server
4-The DNS server responds with the IP address of the desired file transfer server
5-The DNS server passes the IP address to the file transfer client
6-The file transfer client now uses the received IP address to access the file transfer server
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26.6.1 Name Space

To be unambiguous, the names assigned to machines must be carefully selected from a
name space with complete control over the binding between the names and IP addresses.
In other words, the names must be unique because the addresses are unique. A name
space that maps each address to a unique name can be organized in two ways:

1-Flat: a name is assigned to an address. A name in this space is a sequence of characters
without structure

2-Hierarchical name space, each name is made of several parts. The first part can define
the nature of the organization, the second part can define the name of an organization,

the third part can define departments in the organization, and so on.
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Figure 26.29: Domain name space

Root
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@ @
The names are defined in an inverted-tree structure with the root at the top. The tree can have only
128 levels: level O (root) to level 127
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Figure 26.30: Domain names and labels
Each node in the tree has:

Root *Label: a string with a maximum of 63

2
characters. which is The root label is a null string
(empty string).

-domain name: A full domain name is a
sequence of labels separated by dots (.).
The domain names are from the node up to
the root. a full domain name always ends in a

Domain null label, which means the last character is a

topUniversity.edu. I
\ Domain name

bDept.topUniversity.edu. I

Label I topUniversity
bDept

Label I aComputer

Figure 26.31: Domains

Domain name

aComputer.bDept.topUniversity.edu. I

Domain name

Root

edu
Domain

Domain

Domain

Domain Domain

* domain is a subtree of the domain name space.
* The name of the domain 1s the name of the node at the top of the subtree.
* The domain may itself be divided into domains.
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Figure 26.32: Hierarchy of name servers

Root
SCTVET

edu
server

COIT

server server

fhda.edu bk.edu MCEraw.com irwin.com

The information contained in the domain name space must be stored. It is very inefficient to store it in
one computer, because responding to requests from all over the world places a heavy load on the
system. Also, It is not reliable because any failure makes the data inaccessible

The solution: Hierarchy of Name Servers:

distribute the information among many computers called DNS servers (How?)

*by dividing the whole space into many domains - we let the root and create sub trees (first-level
nodes)-> then domains can be divided further into smaller domains (sub domains)

*Each server can be responsible (authoritative) for either a large or small domain

we have a hierarchy of servers in the same way that we have a hierarchy of names
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Figure 26.33: Zone

Root

What a server is responsible for or has
authority over is called a zone.

If a server does not divide the
domain into smaller domains:
The “domain” and the “zone” refer to
the same thing. y
The server makes a database called a ‘
zone file and keeps all the information for /!
every node under that domain. P

Zone and

If a server divides its domain into / ', domain
subdomains and delegates part of |
its authority to other servers, ‘~ )
“‘domain” and “zone” refer to Treemmeel —_

different things.

The information about the nodes in the subdomains is stored in the servers at the lower
levels, with the original server keeping some sort of reference to these lower-level
servers.

Of course, the original server does not free itself from responsibility totally. It still has a
zone, but the detailed information is kept by the lower-level servers.
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26.6.2 DNS in the Internet

DNS is a protocol that can be used in different platforms. In the Internet, the domain
name space (tree) was originally divided into three different sections generic domains,
country domains, and the inverse domains.

However, due to the rapid growth of the Internet, it became extremely difficult to keep
track of the inverse domains, which could be used to find the name of a host when given
the IP address. The inverse domains are now deprecated (see RFC 3425). We, therefore

concentrate on the first two
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Figure 26.34: Generic domains

The generic domains define registered hosts according to their generic behavior. Each
node in the tree defines a domain, which is an index to the domain name space database
Looking at the tree, we see that the first level in the generic domains section allows 14
possible labels. These labels describe the organization types as listed in Table 26.12
Aalise iy 3aclE 1) (e ed st 5 clae iy jai b e 8 saie IS alall agS sld U g plaisall (pdacaall dalal) cililail) aaas
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Root level

) _ ucL.cdu. I Index to addresses
Generic domains
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Label Descripiion Label Description
aero Airlines and aerospace int [nternational organizations
biz Businesses or firms mil Military groups
com Commercial organizalions museum | Museums
coop Cooperative organizations name Personal names (individuals)
edu Educational institutions net Network support centers
gov Government institutions org Nonprofit organizations
info Information service providers pro Prolessional organizations

Figure 26.35: Country domains
The country domains section uses two-character country abbreviations (us for United States)
Second labels can be organizational, or they can be more specific national designations
In the figure, the address uci.ca.us. can be translated to University of California in the state of
California in the United States
Clanil) (5585 o Sy (3asiall LY 5l Basiall Y gll) (g a (e 435Sl Ay yhal) ol Jlaia ) Al il and aadig
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Rool level

Country

Index to addresses | uci.ca.us. I
domains

26.6.3 Resolution

name-address resolution: Mapping a name to an address
DNS is designed as a client-server application. A host that needs to map an address to a
name or a name to an address calls a DNS client named as a resolver
The resolver accesses the closest DNS server with a mapping request. If the server has the
information, it satisfies the resolver; otherwise, it either refers the resolver to other servers or
asks other servers to provide the information.
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Figure 26.36: Recursive resolution

Souree: some anet.com
Destination: engineering. mcgraw-hill.com
Rout
server
Anct ISP MeGraw-Hill Nework
Local Local
Source Server SCrver Destination
@Y o 1°
C
"..‘ﬁf ﬂ . ﬂ
. .com Server .
dns.anel.com dns megraw-hill com

The Figure shows a simple example of a recursive resolution.
We assume that an application program running on a host named some.anet.com needs to
find the IP address of another host named engineering.mcgraw-hill.com.
I zlisx some.anet.com 4ew) Chuas o Jaxy Gadai el o O o i A sl )l 8 e Jasy JUie JSAN (s
engineering.mcgraw-hill.com 4esl LAl Canad Gl Ol sie e ) Sall
Figure 26.37: Ileralive resolution
Rool Source: some.anct.com
Destination: engineering. mcgraw-hill.com

ACEFVCT

Anel ISP MeGraw-111l1 Nework
Local Lacal
Source SErVET SETVEr Destination
> o ﬁ (1) >
com Server
dns. anet.com - dns.megraw-hill.com

® hy

In iterative resolution, each server that does not know the mapping sends the TP address of the next
server back to the one that requested it.

The messages shown by events 2, 4, and 6 contain the same query.

The message shown by event 3 contains the IP address of the top-level domain server.

The message shown by event 5 contains the |IP address of the McGraw-Hill local DNS server.
The message shown by event 7 contains the |IP address of the destination.

26.6.4 Caching

Each time a server receives a query for a name that is not in its domain, it needs to search its
database for a server IP address. Reduction of this search time would increase efficiency.
DNS handles this with a mechanism called caching:
When a server asks for a mapping from another server and receives the response, it stores
this information in its cache memory before sending it to the client.
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26.6.5 Resource Records
The zone information associated with a server is implemented as a set of resource records.
In other words, a name server stores a database of resource records. A resource record is a
5-tuple structure, as shown below
il 328 (5 A0 anl adla o g8y (Al B ey 3 ) sall s (e Ao senaS ailey ddasi yall dakial) il glae 2 Ay
oLl e o8 LS ¢(Jigie0 Auiy g8 3 ) sall Jan 0 ) gadl 3a

(Domain Name, Type, Class, TTL, Value)

!}: e Interpretation of value

A A 32-bit TPv4 address (see Chapter 4)

NS Identifies the authoritative servers for a zone
CNAME Defines an alias for the official name of a host
SOA Marks the beginning of a zone

MX Redirects mail 1o a mail server

AAAA An 1Pv6 address (see Chapter 4)

26.6.6 DNS Messages
To retrieve information about hosts, DNS uses two types of messages: query and response.
Both types have the same format as shown in Figure 26.38
oo LS JRA udi ad e gil) DS Aaiul) g 2Dt i il 1) (e e o (eid a0 Cpduaall s Sl glaall 2o 1Y
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Figure 26.38: DNS message

Nofe: 0 16 3
The query message conlains only the question seclion. Identification Flags
The response message includes (he question seclion,
the ansiwer section, and possibly two olber sections Header Number of question records Muher f a1 ot
SEClIoN, and possioty : cadlcr (ALl s n query message)
Number of authoritative records Nurber of additional records
(ALl 0s in query message) (ALl 0s in query message)
{uestion section

Answer scction (Resouwree Records)

Authoritative section

R
e

Additional section

*|dentification is used by the client to match the response with the query
*Flag defines whether the message is a query or response
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*The next four fields in the header define the number of each record type in the message
*Question section consists of one or more question records— in both query and response
messages
*Answer section consists of one or more resource records— only in response messages
*Authoritative section gives information (domain name) about one or more authoritative servers
for the query
*Additional section provides additional information that may help the resolver
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Example 26.13

In UNIX and Windows, the nslookup utility can be used to
retrieve address/mame mapping. The following shows how
we can retrieve an address when the domaimn name 1s given.

$nslookup www.forouzan.biz
Name: www.forouzan.biz
Address: 198.170.240.179

26.6.7 Registrars

How are new domains added to DNS? This is done through a registrar, a commercial entity
accredited by ICANN. A registrar first verifies that the requested domain name is unique and then
enters it into the DNS database
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26.6.8 DDNS

When the DNS was designed, no one predicted that there would be so many address changes.
In DNS, when there is a change, such as adding a new host, removing a host, or changing an IP
address, the change must be made to the DNS master file. These types of changes involve a lot
of manual updating. The size of today’s Internet does not allow for this kind of manual operation.
The DNS master file must be updated dynamically. The Dynamic Domain Name System (DDNS)
therefore was devised to respond to this need.
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26.6.9 Security of DNS

DNS is one of the most important systems in the Internet infrastructure; it provides crucial
services to Internet users. Applications such as Web access or e-mail are heavily dependent on
the proper operation of DNS
DNS can be attacked in several ways (how?). a technology named DNS Security (DNSSEC)
protect DNS by providing message origin authentication and message integrity using a security
service called digital signature
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